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PHARMA DATA THEFT ON THE RISE:

PART 1

PROTECTING YOUR DATA IN THE DIGITAL AGE

<LAB FORWARD>

Pharma, Healthcare, Biotech and other sectors in R&D are increasingly becoming the targets of hackers. It's now more important than ever before to

stay vigilant against cybersecurity threats and implement comprehensive information security strategies.

INTRODUCTION

As more pharma laboratories undergo digital
transformation, concerns have been raised
about the security of research and healthcare
data. Increasingly, pharma has been the target
of sophisticated and damaging cyber-attacks,
in part driven by the attention healthcare and
research sectors have received during the pan-
demic. In oder to grasp the scale of the threat,
it is important to fully understand what is me-

ant by Information security, cyber-security and
the distinction between both terms. Information
security is a broad term encompassing how a
company or organization handles their data on
a day to day basis. It is the overarching process
that ensures the security of computer networks,
hardware, and software that are used to store
and share digital information. In comparison,
cybersecurity is a narrower term, sometimes

viewed as a subset of Information security. It
focuses on predominantly the protection of
computer systems, digital devices, and data
from unauthorized access, usually pertaining to
hackers.



Information
security

> A broad term that en-
compasses how secu-
rely data is handled on
a day to day basis both
on the internet and off.

> Aims to protect data
from not only theft, but

also misuse and unaut-

horized access.

> The first step in
safeguarding data,
while encouraging
secure accessibility
and compliance of
data.

Both share
commonalities of
protecting data and
businesses need to

adopt robust systems
for each.

Cybersecurity

> Refers specifically
to the protection of
computer systems,
digital devices and
data from threats
that may occur over
the internet.

> Includes securing
cloud computer net-
works, servers, large
quantities of data
from external

threats.

> Involves the
implementation of
systems that are

able to repel attacks.
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Both terms share the commonalities of protecting data, devices and people from ransomware,
hackers and phishing attacks in the digital age, while ensuring the confidentiality (information is
available only to authorized users), integrity (information is accurate and complete) and availabi-
lity (authorized users have access to information when they need it) of data. But what can small,
medium and large pharma organizations do to, on the one hand, ensure successful digital trans-
formation, and on the other ensure the security of their data? Organizations regardless of size
should implement a systematic approach to manage risks and protect their valuable information
assets. In this article we delve into key topics in the discussion of security and uncover ways
laboratory teams in both industry and academia can protect themselves against IT and cyberse-
curity threats.



CONTEXTUAL TRENDS:

December 2020 saw the European Medicines
Agency (EMA) being hit by a cyber-attack that gave
access to documents pertaining to the COVID-19
Pfizer vaccine'’. Then, in 2021 an estimated 45 mil-
lion people were affected by healthcare cyber-at-
tacks?, an increase from 34 million (29%) in 2020.
This demonstrates that as healthcare and research
gains more media attraction, this likely results in

a rise in the threat to IT and cybersecurity. Paired
with this, the nature of feelings brought out by the
pandemic has amplified these threats. The strong
sentiments people feel in regards to vaccines,
either positive or negative, has triggered greater
focus on healthcare and research sectors; and as
hackers tend to follow trends to cause disruption,
this means that those working in research and de-
velopment and healthcare need to stay vigilant and

1 BBC: Pfizer/BioNTech vaccine docs hacked from European Medicines Agency, (McAfee, 2020.) p.3
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current with security trends and practices. In ad-
dition to this, the widespread, rapid, adaptation to a
work-from-home setting put additional pressure on
security teams?. In many cases, individuals used
their computers outside of the secure networks of
their organization, making them more susceptible
to cyber-attacks. A study exploring cybersecurity
trends reinforces this, stating that people working
remotely caused a decentralization in many orga-
nization’s landscapes that subsequently created
“new vulnerabilities” that “malicious actors” were
able to exploit. As a result, it's estimated that cy-
bercrime today equals a “S1 trillion dollar drag on
the global economy”. The cost of a successful
attack is incredibly expensive on an organizational
level. Not only are there significant legal repercus-
sions to a loss of data, but also the costs to

2 Landi, H. Healthcare data breaches hit all-time high in 2021, impacting 45M people, Fierce Healthcare. (Fierce Healthcare, 01/02/2022.)
3 Boehm, J. Kaplan, M. Sorel, N. Sportsman, & Trevor S. Cybersecurity tactics for the coronavirus pandemic, (Mckinsey, 23/03/2020.) p.2

4 Statista: Worldwide Cybersecurity Spending (Statista, 2021.)
5 Malekos-Smith, Z. Lostri, E. Lewis, J. The hidden costs of cybercrime (McAfee, 2020.) p.3
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29%

In 2021 29% more
healthcare cyber
attacks than 2020

S1 trillion

dollar drag on the global economy
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determine the causes of a data breach are like- AVERAGE TOTAL COST PER DATA BREACH WORLDWIDE 2021 BY INDUSTRY
ly to be extensive. The graph below depicts the (in million U.S. dollars)
average cost per sector in data breaches in 2021.

Healthcare is shown to have the highest cost, with
Healthcare

Energie
affected by cybercrime. Crucially, if we look at the Financial
Pharma
Technology
double, demonstrating the scale of the problem. industrial
Service
Entertainment
Global average
Transportation
Communications
Consumer
Retail
Hospitality
Media
Research
Public

pharma being the fourth industry most financially

global average, the cost in healthcare is more than

0.

o

0 2.00 4.00 6.00 8.00

6 Statista: Average cost of data breaches worldwide as of 2021, by industry (Statista, 2021.)
7 Kovar, J.F. StorageCraft Backup Data Loss “Not Acceptable” (CRN, 2022.)



8 Forbes Insight: The Importance Of Training:
Cybersecurity Awareness As A Firewall (Forbes, 2019.)
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It is also worth noting the importance of the forms
of cyber-attacks that are taking place. A report
(below) depicts that in the US, phishing attacks
nad the highest share of cybersecurity incidents in
nealthcare organizations in 2020. This is particu-

arly interesting as phishing attacks do not require
much technical expertise. The high prominence of
phishing attacks could be explained by their suc-
cess in exploiting not computers but people’s igno-
rance of information security.

Human error is a major security risk. Just recently,
a notable data protection software and appliance
technology developer, experienced a damaging hit,
after an unknown number of end-user clients lost
their backup data’. This happened as the result of
human error when the company was moving the
backend operations from an internal data center to
the Google Cloud Platform, in order to add resilien-
ce to the system. Only this backfired. Considering
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this, to a greater extent, it is not just enough to
have robust IT systems in place, but there needs to
be an awareness of cyber and information security
importance throughout an organization. In a For-
bes article that emphasizes the importance of the
“human firewall” it's stated that “strong security is
not just about a chief information security officers
immediate team; it's about how strong and resili-
ent the entire enterprise is from a human standpo-
int"® In the laboratory setting from the managerial
level, down to individuals working in R&D or a QC
laboratory. And also within the solution providers
organization structure.

So what is the solution? Unfortunately, there is
not a one-size-fits all solution to guarantee infor-
mation security and cybersecurity, as it is subject
to quick change. Hackers are always working to
thwart security measures and so it is especially
important to stay up to date with all the latest de-
velopments in information security.
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CYBER SECURITY INCIDENTS EXPERIENCED IN HEALTHCARE That being said, it is also possible to minimize

ORGANISATION IN THE US IN 2020 risks with good practices and procedures. Good
endpoint security measures (securing entry-points

of end-user devices), identity access management,
Phishing attack data security, network security initiatives, good

Credential harvesting attack organization data practices and employee training

Ransomware or other malware are likely to translate to a robust security system.

. o With these in place, small to large businesses can
Social engineering attack

protect themselves against both external and inter-

Theft or loss nal threats. Thus, as cyber-attacks continue to rise

Website or web app attack in scale, complexity and sophistication, it is vital

Negligent insider activity that a comprehensive strategy is put in place and

frequently reviewed to ensure maximum levels of
Breach or data leakage

protection, particularly in a time where laboratories
Malicious insider activity

are looking to digitize processes.

| I

20 40 60



DO DIGITAL SOLUTIONS HELP OR HINDER
INFORMATION SECURITY?

There is often a misperception that the security
of data is somewhat compromised after it's di-
gitized and this has led to many research teams
being apprehensive to adopt digital processes in
the laboratory. Coupled with this, some are less
likely to store their data on the cloud for fear of
Information security breaches, opting for on-pre-
mise servers instead. However, while digitizing
research inevitably triggers conversations about
Information security, it should not prevent teams
from implementing these solutions.

ELN and LIMS systems

ELNs (Electronic Laboratory Notebooks) and
LIMS (Laboratory Information Management
Systems) are commonly used in many laborato-
ries around the world. They are both forms of
software that provide researchers with an online
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platform to record research documentation. With
increasing pressures from international regula-
tory bodies to improve the findability, accessi-
bility, interoperability and reproducibility (FAIR)
of research data, the adoption of solutions that
digitize documentation processes has increa-
sed substantially. This is largely because of the
extensive benefits of going digital, particularly
when considering the pitfalls of the previously
relied upon paper lab notebooks. The drawbacks
of paper lab notebooks are as follows:

1) Data can be difficult to find. A simple task like
searching for raw data from an experiment
performed in the past could take a scientist
hours to find.

2) Data can be lost or incomplete due to emp-
loyee departure.
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3) Data recorded can also be illegible, incomple-
te or incorrectly recorded.

4) It can be difficult to control which persons
can access data when using paper lab note-
books.

Notably these issues with paper lab notebooks
revolve around information security. If a resear-
cher is unable to recover important data from an
experiment that took place a couple of years ago
or if that paper lab notebook has been damaged
in some way making the information illegible,
that poses a very real and in many circumstan-
ces impactful information security threat.If a
researcher then has to redo an experiment as a
result of this data loss, it will have significant-
financial and productivity repercussions that
could’ve been avoided.



There is a tendency for the terms information
security and cybersecurity to be conflated. While
related, information security encompasses all
aspects of measures taken to safeguard data,
and in consideration of this definition, paper lab
notebooks are not that secure.

But are digital solutions better?

Notably, attitudes have changed in regards to di-
gital laboratory solutions since the pandemic. In
many cases, where paper lab notebooks were
used, research teams were unable to access
their data, and with restrictions over when you
could go to your place of work, this was incredi-
bly disruptive. Comparatively, those who had an
ELN or LIMS solution could access complete
research records from anywhere, making it inva-
luable for many teams. An NIH study conducted
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in 2017 highlights the benefits of such systems
stating that they facilitate “long-term storage,
reproducibility, and enhanced availability of ex-
periment records across multiple devices, ensu-
ring standard operating procedure compliance
and providing interfaces to instrumentation,
supporting IP protection, collaboration, and open
science™. Simply storing your data on a compu-
ter means that data can be searched for, shared,
backed up and readily accessed when required.
So in consideration of this, many argue that digi-
tal solutions actually enhance information secu-
rity.

However there still remains to be apprehension
for choosing digital methods over the traditional
paper lab notebook, and ‘security’ is often at

the heart of this hesitation. Despite helping not
hindering overall information security, there are
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cybersecurity concerns that inevitably arise
when storing data digitally. As aforementioned,
cybersecurity refers to the prevention of un-
wanted access to data, typically in the form of
hackers but not always. Many ELNs and LIMS
solutions give research teams more control over
how their data is accessed. Data can be strictly
controlled and monitored, with all actions recor-
ded by a full audit trail. Administrators can choo-
se who is able to view, edit or share data, giving
increased protection not possible with the paper
lab notebook. With ELNs and LIMS you can cent-
rally permit users from exporting data, whereas
when storing data in files, anyone with access
to the computer can copy them. Thus protecting
data from unwanted access internally to a grea-
ter extent improves with a digital solution.

9 Kanza, S. Willoughby, C. & Gibbins, N. Whitby, R. Frey, J. Erjavec, J. Zupancic, K. Hren, M. Kovac, K. Electronic
Lab Notebooks: can they replace paper? (Springer, Journal of Cheminformatics, 9.10.1186/s13321-017-0221-3. 2017.)



But what about external access? Well, this is lar-
gely dependent on other factors such as the di-
gital solution provider, whether data is stored on
a server or the cloud, what measures have been
put in place to safeguard data and whether a
team has been properly trained in understanding
how to mitigate risks of storing data digitally.

If all these factors are properly addressed and
maintained on a consistent basis, then digital
solutions can be a more effective and secure
way of documenting research, particularly when
considering the numerous other advantages of
using such a solution.

Cloud vs server

The common belief is that on-premise data sto-
rage is more secure than the cloud. Subsequent-
ly, security is often the first thing discussed
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when businesses consider adopting a cloud-ba-
sed solution. However, this ,great data myth’ as
Microsoft Azure MVP Sam Cogan puts it, is a
flawed perception. Cogan argues instead that
as a cloud provider’s entire reputation hangs in
the balance of providing a secure environment
for hosting data, “any significant breach would
severely impact user confidence and directly im-
pact their revenue”'®. As a result, cloud providers
often make significant investments in security,
personnel and software to ensure the utmost
protection of their entire infrastructure and cloud
user data. Security is then regularly monitored
and updated accordingly.

So what is the reality? What are the biggest thre-
ats in storing your data on the cloud? An OECD
case study found that digital security gaps for
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cloud services mostly “result from a lack of

user awareness or education, a failure to fully
implement “security-by-default” principles, a mi-
sperception of risks and a difficult attribution of
responsibility across the value chain""'. Indeed,
this emphasizes once again the importance of
an organization-wide awareness of security mat-
ters. The cloud can be safe, but it requires all
employees in the organization to take security
seriously.

10 Burns, E. The great data myth: Is cloud really less secure than on-premise? (Techmonitor, 2017.)
11 OECD: Understanding the Digital Security of Products: an in-depth analysis (OECD Digital Economy
Papers, No. 305, OECD publishing, Paris, 2021.) p.46



“With the right setup,
both cloud and on-premise
servers can be secure places to
store data, but a thorough,
constant assessment of the
security infrastructure is
required to maintain this”
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»For those organizations lacking
deep internal technical know-how or
without a functioning internal information

security program we definitely recommend

cloud solutions. For other organizations with
the resources and processes in place to pro-
perly mitigate information security risks,
the decision is more a matter of
preference or remaining in alignment
with their existing strategies.”
Mario Russo, CTO at Labforward
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Sometimes the decision whether to store data on
cloud or local server is based purely on financial
capability. Large organizations often have the
means to take care of security themselves and in
some instances already have the infrastructure in
place to protect their data. In these cases, there's
not much difference between public and private
clouds, it depends largely on the systems in pla-
ce and the practices to ensure security. Crucially,
with the right setup, both cloud and on-premise
servers can be secure places to store data, but

a thorough, constant assessment of the security
infrastructure is required to maintain this. Not

all software providers offer a choice of cloud or
server, so a careful look into what each solution
provides is essential when looking to invest in im-
plementing digital software or when deciding to
store data on the

cloud.



Internet of things (loT) solutions

While documentation software and data ma-
nagement solutions are becoming increasingly
common in the laboratory, 10T has only recently
emerged and is being quickly picked up by many
different industries, including pharma and R&D.
Defined broadly by IBM, the 10T “is the concept
of connecting any device (so long as it has an
on/off switch) to the Internet and to other con-
nected devices”'? with the ability then to control
and monitor equipment by using internet access.
The adoption of 10T is largely viewed as a posi-
tive step towards creating a more connected,
productive environment which maximizes ma-
chine potential and researcher time. However,

as an OECD report surmises, the quick adoption
of loT products has in some cases led to the
creation of technologies that “lack basic security
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features”, given the rush to dominate the market
quickly. Thus, security concerns become even
more important to discuss when considering the
adoption of loT in the laboratory.

But how does securing loT technology differ
with other forms of innovation? Well, according
to Bruce Schneier, the author of “Here to Kill
Everybody: Security and Survival in a Hyper-con-
nected World”, the emergence of loT has caused
the two basic paradigms of security to converge
creating new challenges and realities. The first
paradigm of security is born from dangerous
technology that can be a long and costly process
to create to ensure the quality and infallibility

of the products. Think cars, planes, pharmaceu-
ticals, construction etc. Whereas the second

is the “fast-moving, freewheeling, highly com-
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plex,”"® world of software (ELN’s and LIMS fit into
this paradigm) that is highly adaptable and agile
to security threats. The problem is that with the

rapid introduction of loT enabled devices, these
paradigms are colliding, in some cases uncon-
trollably. Schneier concludes that loT developers
need a blend of both paradigm’s security approa-
ches, creating on the one hand stable, robust
products with consistent checks and balances
throughout the production stages, and on the

other, a flexible product that is able to quickly
adapt to any vulnerabilities found.

12 Clark, J. What is the Internet of Things (loT)? (IBM, 2016.)
13 Schneier, B. Patching is failing as a security paradigm (Vice, 2018.)



So how are loT solutions being adapted to the la-

boratory environment and what are the security
challenges, product creators and customers
face? Firstly, it's important to note that imple-
menting loT into the laboratory does not mean
running production plants from the cloud. If the

machines fail to operate correctly, this would se-
verely impact production processes thus directly

affecting profit. The use of 10T solutions in the
laboratory currently is mostly in aid of moni-
toring equipment and directly generating data,
which may be aggregated and analyzed through
private servers or clouds. Currently, loT develo-
pers have to keep up to date with good Informa-
tion security practices, consistent and frequent
checks and balances, in order to harden loT de-
vices so they are resistant to unwanted access.
loT products operating in Europe need to consi-
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der GxP (if operating in the pharma/laboratory
industry) and EU regulations, and those working
to produce solutions for the laboratory need to
keep in mind QC validation which can be a
challenge for developers. Furthermore, it is a
constant process to keep these loT systems up
to date with the latest changes in security re-
commendations that can create a challenge for
developers. What becomes clear, is that when
an organization selects a provider, they need to
have complete faith in the Information security
systems and processes of that company.
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“loT developers
need a blend of both

paradigm’s security”

Bruce Schneier, author of “Here to
Kill Everybody: Security and Survival

in a Hyper-connected World”



WHAT IS IMPORTANT BEFORE SELECTING
A PROVIDER?

It is vital to check that before selecting a provi-
der of an loT solution that it upholds excellent IT
and cybersecurity practices.

Taking into account whether the provider has:

> A transparent information security policy -
Ensuring that your provider is completely trans-
parent with what measures they are taking to
ensure the security of your data is essential.
Some attacks can go unnoticed, and many
organizations have in the past chosen to pro-
tect their brand reputation over disclosing that
some assets have been compromised . By se-
lecting a trusted provider that can demonstrate
constant review'* and updates of security ac-
cordingly, is a key step in protecting your data.

> Clear information security certifications and
registrations - Check if the provider holds any
certificates e.g. ISO 9001:2015 or ISO 27001.
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Moreover look into whether the vendor has
written policies and procedures on information
security, or if they're in the process of getting a

certificate.

> Adherence to data privacy and protection re-

gulation (GDPR) - Looking into whether your
provider adheres to GDPR is a good indicator
of how much a company prioritizes IT and data
privacy. A 2017 survey conducted by Marsh

& MclLennan noted that “organizations prepa-
ring for or compliant with GDPR over 1.5 times
more likely to report an increase in cyber risk
management spending than those at organi-
zations that had not yet started”’. Ultimately,
companies that invest in ensuring GDPR com-
pliance tend to adopt more cyber risk manage-
ment practices as a whole.
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> Complete control over access to data - It is

Important to ensure that your provider has the
technical and organizational measures in place
that offer complete control over access to your
data. They must be able to deter unauthorized
access and demonstrate that they are cons-
tantly monitoring access rights while ensuring
“ongoing confidentiality, integrity, availability
and resilience of processing systems and ser-
vices"'®,

> Software vulnerability oversight - Check if

your provider uses tools that continuously test
their software for possible security threats.
Also linking to transparency, it's useful to see
if your provider has a coordinated vulnerability
disclosure (CVD), CVD ensures vulnerabilities
are addressed prior to being made public.

14 OECD: Smart policies for smart products (OECD, 2021.) https://www.oecd.org/digital/smart-policies-for-smart-products.pdf
Marsh & McLennan: GDPR Preparedness: An Indicator of Cyber Risk Management (Marsh & McLennan,2017.) p.1

16 GDPR. Article 32. (EU, 2018.)



> External audits - External audits can be a real-
ly good way for a company to ensure that it is
compliant with data protection criteria, thereby
ensuring that a company complies with regula-
tions.

WHAT IS LABFORWARD’'S APPROACH TO
ENSURING IT AND CYBERSECURITY?

Building greater connectivity between resear-
chers, their equipment and their data is one of
our core objectives at Labforward. We want to
transform the laboratory with high quality pro-
ducts so that it is an environment that fosters
innovation and creativity but also encourages
precision and compliance. For us to achieve our
overarching goals we recognize that having a
reliable, resilient and robust Information security
strategy is vital.
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Customers use our platforms on a day to day ba-
sis. Whether they opt for the cloud or server, se-
curity is always at the forefront of any decisions
we make with our products. We've implemented
various security measures within our solutions
and as a company that put us in

the best position to, on one hand, ensure that our
products are agile and quickly able to respond

to any discovered vulnerabilities; and on the
other hand, ensure that every step of the pro-
duction process factors in potential risks and
how these can be solved. When it comes to our
security policy, as a company we take a trans-
parent approach, as we want to show that when
it comes to storing your data on our platform, we
have consistent and thorough checks to ensure
the utmost protection of our customers’ intellec-
tual property.

<LAB FORWARD>
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AN ENGINEER'S PERSPECTIVE: WHAT WE DO

TO PROTECT YOUR DATA

It is important to note that there is not just one
step to Information security and it's certainly not
something you can just ‘add-on’ at the end of de-
veloping a new feature or update. Labforward'’s
approach is that security plays a vital role
throughout all stages of the software develop-
ment lifecycle and any changes implemented
have to go through thorough checks to make
sure that they won't expose the software to vul-
nerabilities that can potentially be exploited.

So what do we do in our development and imple-
mentation processes that help us secure your
data? Well, we make sure that security is consi-
dered at every stage - from the inception to the
final result and beyond.

Here's how:

> Labforward is proud to be an ISO 9001 certi-
fied company. We've established a Quality Ma-
nagement System (QMS) to help us meet our
objectives and ensure customer satisfaction.

> Labforward is currently working towards certi-
fication according to ISO 27001 to demonstra-
te our unwavering commitment to information
security practices.

> At the planning stage, when ideas are being
drafted it is the optimal time to conduct a risk
analysis, to envision all things that could po-
tentially go wrong and how these risks can be
mitigated and eliminated. Thinking about pos-
sible implications and worse-case scenarios
Is good practice as it then shapes what the
engineering team develops. Our changes then
are built in consideration of security and not
as a last thought. Our Laboperator Connector
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Boxes for example, follow CIS guidance that
develops, validates, and promotes best Infor-
mation security practices. Before any changes
are implemented, careful consideration of this
guidance is followed.

Further conversations happen at every stage,
for example, when the code is complete, there
are reviews by other members of the engi-
neering team to ensure that this code is not
opening up any vulnerabilities. At this stage,
engineers also run plenty of trial tests on our
testing environments to make sure that the-
re are no security implications from the new
code. In this way, security is embedded into
every aspect of product development, from a
new feature’s inception to its release.
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> After the release, it is important to ensure that > When it comes to security it's also useful to in order to keep everyone engaged with this to-
server and cloud components alike are regu- keep good relations with external partners and pic. Furthermore, internal training for all team
larly checked. Our cloud-based products are Information security leaders, especially in re- members has been an important part of our
scanned weekly to detect any known web-app gards to compliance. At Labforward, we take Information security strategy.
vulnerabilities. the approach to consult with industry leaders
to make sure that we have up to date general It certainly helps to be surrounded by a team of
> Our code repositories are automatically che- security practices, but also ensure that we're  passionate people who are all knowledgeable
cked for best security practices using static staying on top of new loT security recommen-  about current trends and make consistent ef-
analysis tools. Furthermore, software libraries dations, as further information becomes avai- forts to keep up to date with the latest news in
or dependencies used in our code are checked lable. software engineering. In this way, security is not
automatically for version updates, and our just one person’s responsibility, but something
teams stay up-to-date of current published ex- > Ensuring security goes far deeper than just on that is worked on and executed as a collective
ploits and vulnerabilities. a product level is really important. As highl- within the Labforward team.
ighted previously, risk often arises due to com-
> We believe in Coordinated Vulnerability Disc- placency of staff rather than solely technical
losure (CVD) and set up a program to work deficiencies. Therefore, it is important for all
directly with independent security researchers. Labforward team members, particularly tho-

Through a partnership between security resear-  se in engineering, to stay up to date with the
chers and vendors, CVD ensures vulnerabilities latest developments in IT and cybersecurity
are addressed prior to being made public in our  practices. We have organized regular training
Security Center. sessions, workshops and development Fridays




CONCLUSIONS

To summarize, in a time where the pandemic
has heightened awareness of the importance of
healthcare and Pharma, it is crucial that organi-
zations take Information security seriously. That
means not just implementing antivirus software,
developing robust systems etc. but educating
all personnel on the best ways to protect them-
selves online. While digital solutions actually
tend to enhance your information security, sto-
ring data online inevitably opens the door to

cyber-attacks. That's why it is crucial to carefully

select a trusted provider, especially if you're
storing data on their cloud. Disruptive technolo-
gy such as loT offers many opportunities for

Pharma and healthcare sectors alike, but a blend

of approaches is needed to ensure on the one

hand the infallibility of the product and on the ot-

her, the ability to quickly adapt to discovered
vulnerabilities. And if you think that loT security

PART 2

is complex, just wait for the implementation of
Whitepaper: Information security machine lear-
ning and Al into the laboratory! The Smart Labs
of tomorrow are around the corner, but we need
to ensure that as we embark on digitization jour-
neys, we stay vigilant against security threats in
an ever-changing technological landscape.
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